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Abstract
Web trackers are pervasive on the Internet, collecting user data
as it flows from the end user’s devices to servers. Understanding
the physical location of these servers and trackers data flow is
essential for assessing privacy risks and ensuring control over user
data. While much of the existing research focuses on the Global
North, especially the EUwhere regulations such as the General Data
Protection Regulation (GDPR) are in place, the Global South, where
most Internet users reside, remains under-studied. We address this
gap by collecting measurements from the web browser and the
data-plane (IP of responding server & latency) on the same device.
A challenge to apply this approach in the Global South is the lower
density of observation points in measurement infrastructure. To
address this, we build a software suite that automatically collects
measurements in various countries from a volunteer’s computer.
Our suite is interoperable with all major OSes and requires limited
user intervention. We apply our method across 23 geographically
diverse countries, offering in-depth insights into tracker data flow.

CCS Concepts
• Networks → Network monitoring; • Security and privacy →
Privacy protections; • General and reference → Empirical
studies; • Information systems→World Wide Web.
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1 Introduction
Trackers are widely present on the Internet [14, 45, 46, 74, 75, 97,
100], recording users’ actions across websites. These trackers serve
commercial purposes, such as delivering personalized/optimized
ads and providing website analytics, but they also pose privacy
concerns due to the data they collect [12, 13, 45]. Governments
worldwide have attempted to mitigate these concerns using various
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policy mechanisms, often by placing constraints on the physical
locations of web trackers. These constraints, known as data local-
ization, limit the transmission of data from the end user’s device to
tracking servers in other countries. While privacy risks are inher-
ent in both local (or domestic) and non-local (or foreign) trackers,
as both types collect user interactions and browsing behaviors, in
this study we focus on revealing non-local trackers; understanding
non-local tracker data flows is crucial as it involves the transmis-
sion of data across borders, often to countries with different legal
frameworks and data protection standards.

One major challenge is the limited visibility into where track-
ers are actually hosted i.e., tracker server location. Most existing
methods for monitoring trackers and their data flow rely heavily
on infrastructure located in the Global North, particularly in Eu-
rope [18, 79, 86, 90, 91]. This reliance, coupled with regulations
that vary from GDPR to differing degrees depending on the region,
complicates efforts to study tracker data flow. Even though a large
share of the world’s Internet users resides in the Global South, its
tracker data flow practices have been researched by limited studies.

Tracker flows are thus not uniformly monitored, leading to sig-
nificant knowledge disparities across different regions. Addressing
this gap requires obtaining accurate browser and IP measurements
directly from the countries of interest. These measurements are
crucial for determining the tracker server’s geolocation, which is
fundamental for analyzing the tracker data flow from various coun-
tries. Collecting measurements from within the country is essential,
as geolocation-based DNS (GeoDNS) [53, 58] and content delivery
networks (CDNs) [11, 26] often operate in a location-dependent
manner that impacts both the responding server’s location and
the page content. Consequently, measurements gathered from ex-
ternal networks or other countries may not accurately represent
in-country behavior.

Deploying measurement infrastructure in countries of interest
is thus essential to study trackers and their localization practices
in parts of the world where existing measurement (infrastructure
for browser- and IP-based collection) is less dense, especially in the
Global South and particularly in Africa. To further this goal, we
adopt a set of recently-proposed methods [48] that collect browser
and IP-based data from EU users on two measurement platforms.
Since the platforms involved have lower density in our regions of
interest, we use an integrated approach that combines browser and
IP data collection. Our approach relies on volunteers from various
countries who use their own machines and Internet connections
to perform measurements using our lightweight software suite,
which we call Gamma. Our approach addresses geographic and
measurement bias introduced by synthetic configurations such as
VPNs or Proxies, because these synthetic setups distort latency [94,
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103] and limit geographic diversity. By using real user vantage
points and a validated multi-constraint geolocation framework [48],
our measurements more accurately capture where tracker data
flows.

We provided the volunteers with Gamma, which is easy to use
and capable of performing measurements with minimum interac-
tion. Our integrated approach enabled us to collect direct, unbiased
data from end-user locations, generating an accurate representation
of regional trackers. Additionally, understanding tracker data flow
requires precise geolocation of tracker servers’ IP addresses, so
Gamma collected round trip time (RTT) server latency, traceroutes
for server IPs, and reverse DNS. Combined, this data allows us to
determine precise server geolocation, enhancing the accuracy and
validity of our findings.

We found that foreign trackers are very common across the
world: websites in 91% of the examined countries (21/23) embed
trackers hosted in foreign nations. However, there is substantial
variation in their prevalence across countries. For instance, while
India primarily relies on local servers and trackers, New Zealand de-
pends largely on foreign ones. The destination countries for these
trackers generally fall into two categories: neighboring nations
with advanced infrastructure and European countries, particularly
Germany, France, and the United Kingdom. U.S. organizations dom-
inate the list of observed foreign trackers, and our findings show
that they engage in distinct practices depending on the country.
Our findings also reveal that factors such as physical proximity and
regional dynamics influence inter-country tracking flows. More-
over, countries where these tracking servers are located and their
corporate ownership vary widely.

With this work, we make the following contributions:
• We design Gamma, a lightweight, highly configurable tool for
browser and IP-level measurements (§3)

• We collect data from volunteers’ computers across 23 geo-
graphically diverse countries spanning every inhabited conti-
nent, overcoming infrastructure limitations (§4).

• We analyze tracker data flow practices across 23 diverse coun-
tries, examining factors that influence them. (§6).

• We analyze data regulations and policies to assess their impact
on tracker data flow (§7).

• Our tool, Gamma, along with other artifacts from the paper, is
publicly available [2].

2 Background and Related Work
Trackers are ubiquitous on the modern Internet, recording various
types of information about users [12–14, 45, 46, 74, 75, 97, 100].
Previous research [48, 62] has demonstrated that these trackers
allow data to flow from the end user to non-local tracking servers,
located outside the user’s country. Governments worldwide are
increasingly advocating for mandates requiring user data be stored
within a specific nation or region. Regulations have already been
implemented in many countries, motivated by concerns over secu-
rity, privacy, and surveillance [7]. These regulations impose various
constraints, such as requiring user consent and establishing rules
for transmitting data across national borders. The General Data
Protection Regulation (GDPR) [73] is one such regulation applied
in the European Union, which restricts the transfer of personal

data to non-EU countries that do not meet specific requirements.
(Note that we do not study the EU/GDPR in this paper, and only
mention it here for context.) However, Internet protocols were not
set to track geographic boundaries in their operation, making both
compliance with these regulations and audits challenging.

2.1 Limitations of Prior Work and Coverage
While there are studies [48, 62, 110, 124] examining trackers and
their flow under GDPR, there is limited research in other regions,
despite these other regions having the majority of Internet users.
This gap persists due to several factors, including the absence of
GDPR-like regulations and a lack of infrastructure necessary for
conducting such study. Measurement infrastructures are predomi-
nantly located in the Global North, mainly within the EU [18, 79, 86,
90, 91]. As more countries adopt similar regulations (India [56, 57],
Malaysia [36]), characterizing tracker flows in countries around the
world is critical.

2.2 Synthetic Measurement Points
Studying tracker flows require measurements from an in-country
vantage point. Synthetic measurement points-such as cloud ma-
chines, VPNs, and Residential IP Proxy-as-a-Service are commonly
used alternatives [71, 72, 88, 98]. Overall, these synthetic measure-
ment points suffer from limited geographic coverage, pose a risk of
introducing bias, may be flagged by other organizations, and can
lead to unreliable or distorted measurements. In this subsection, we
describe the limitations of these approaches for our research.

Synthetic approaches have significant limitations in capturing
real user experiences, as content providers often treat their traffic
differently [25, 98]. Furthermore, these setups are not universally
available [69, 112, 113], their performance can be skewed by net-
work architecture and peering relationships, and they can also limit
the types of measurements that can be performed.

Synthetic measurement points also introduce geographic and
measurement biases. Cloud infrastructure is heavily concentrated
in a few regions, often with only a single location per continent,
particularly in underrepresented areas like Africa. VPNs present
additional issues: they may not be located in their advertised coun-
tries [121], suffer from reliability problems, lack transparency [69],
and are frequently blocked by countries and websites [27, 29, 30,
32, 47, 81, 82, 85, 116, 120]. Moreover, VPNs introduce variable
latency [94, 103], undermining the accuracy of latency-based ge-
olocation techniques [48], which are essential to our study.

Residential IP Proxy-as-a-Service is a “gray” business, which
may have illicit activities and compromised IoT devices to serve as
proxies [80]. Additionally, these proxies are often found in blocklists
and may be labeled as sources of spam [25]. Prior research [98] has
observed limitations with residential proxies intentionally block-
ing some trackers. IP proxy services (e.g., BrightData [15]) provide
slightly more geographic diversity, but impose technical constraints
that prevent various measurements. For example, many proxies
block traceroute and ping, both of which are required in our ge-
olocation method. While past work in Europe was able to combine
IP proxies for browser traffic with RIPE Atlas for traceroutes [48],
the sparse coverage of RIPE Atlas in the Global South makes this
infeasible for our study.
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2.3 Global Coverage and Accuracy
In contrast to the limitations of synthetic measurement points,
our approach offers both geographic breadth and fidelity. A core
strength of Gamma is its ability to enable in-country, user-based
measurements in regions that are largely invisible to prior work.
Gamma, by running directly on volunteers’ machines over local
Internet connections, ensures accurate regional representation and
preserves the integrity of latency-based measurements. This al-
lows for low-distortion latency measurements, enabling the use
of a validated multi-constraint geolocation framework [48], which
has demonstrated 100% precision in identifying foreign servers. As
a result, Gamma is uniquely suited for accurate, large-scale, and
representative analysis of tracking flows, particularly in underrep-
resented regions-providing a more comprehensive view of global
tracking practices than previous studies.

3 Design and Usage of Gamma
There are two challenges to develop a portable tool for conducting
browser and IP-level measurements: users deploying the tool may
be using various Operating Systems (OS) and might not have high-
end machines. Consequently, we designed Gamma, a lightweight
tool compatible with a range of operating systems. Despite its min-
imal resource requirements, it is capable of performing effective
browser and IP-based measurements. Gamma offers diverse mea-
surement capabilities, allowing users to conduct a wide array of
tests at the browser and IP-level. The components of Gamma can
be divided into three main parts:

(C1) Browser-Level Interaction: Our tool initiates full-fledged
browser sessions using the SeleniumWebdriver to load specific web-
sites, i.e., Target Websites. Gamma supports running measurements
across major browsers, including Chrome, Firefox, and privacy-
focused Brave. It is capable of saving full webpages, scraping page
content, recording HAR files and all network requests during page
loads, and downloading associated resources (e.g., CSS, JavaScript,
images). Users can customize the number of simultaneous instances
they wish to run based on available computational resources and
set delays to ensure each page is fully rendered before proceeding.

(C2) Network Information Gathering: This component en-
riches the data collected during browser-level interaction. It re-
trieves DNS and reverse DNS information for all captured domains,
whether obtained through network requests or hardcoded on the
webpage. It queries APIs to annotate domains/hosts with ASN,
geolocation, and network/ownership metadata (e.g., IPinfo [63],
ipwhois.io [1], RIPE IPmap [64]).

(C3) Measurement Probes: This component of the tool is ca-
pable of launching active measurement probes. For instance, it
can initiate traceroute probes to domains or IPs identified dur-
ing browser-level interactions or through the network information
gathering process. Furthermore, it supports the deployment of other
probes, e.g., ping and TLS using Nmap [87] and Testssl [122], to
evaluate network latency, reachability, and security parameters.

For network information gathering (C2) andmeasurement probes
(C3), Gamma supports various libraries, such as Scapy [101, 102].
These libraries are integral for capturing and analyzing network
traffic and conducting network probes. However, we encountered
challenges with some libraries not being universally compatible

across different operating systems. For instance, majority of fea-
tures of Scapy don‘t work on Windows OS. To overcome this, we
added functionality to Gamma that uses OS-specific commands
and tools to perform various measurements. For example, it utilizes
the traceroute command in Linux and the tracert command in
Windows. However, this approach introduced output variability:
these commands produce output in different structures. To address
this, we developed additional functionality that normalizes the out-
put into a consistent format, regardless of the method used. For
instance,Gamma produces an identical structure JSON file with hop
and RTT information for traceroute and tracert. This ensures a
standardized output format and reduces variability.

In addition to the functional components (C1, C2, C3), Gamma
is designed with a strong emphasis on portability, achieved by in-
corporating OS-specific functionalities and by supporting a variety
of browsers, allowing users to conduct comprehensive studies and
comparisons across different browsers without being restricted to
a specific platform.

For this study, Gamma utilizes only the following components:
an isolated Chrome browser instance (C1), DNS and reverse DNS
of network requests (C2), and traceroutes to all resolved IPs (C3).

3.1 Tuning Gamma
For this study, we configured Gamma to launch isolated Chrome
browser instances to load websites and perform three main func-
tions, each building on the previous step: record the domains to
which the browser (instance) sends network requests, resolve for-
ward and reverse DNS for all domains present in these network
requests, and initiate a traceroute to all resolved IP addresses. Given
that our volunteers may not always have access to high-end ma-
chines, we generally configured our tool to run in a single-thread
mode. Additionally, we used Chrome browser with a wait time of 20
seconds to completely render the website, which is typically double
the time required for most websites to render fully [17]. Since we
are aiming to access ≈100 websites on volunteer machines, there-
fore, using a large wait time is not feasible. We have also set a
hard time constraint of 180 seconds, which serves to address any
incidents where the browser instance may become non-responsive
for any reason. In such cases, our tool will automatically terminate
that browser instance and proceed to the next website.

3.2 Picking Target Websites
Target websites (𝑇𝑤𝑒𝑏 ) are the set loaded byGamma to performmea-
surements. Our target websites (𝑇𝑤𝑒𝑏 ) comprise two categories: top
regional websites (𝑇𝑟𝑒𝑔) and regional official government websites
(𝑇𝑔𝑜𝑣).

We used region-specific websites for two reasons: first, our study
focuses on specific countries (see §5 for a list of countries and our
rationale for the sample); second, global rankings often overlook
certain types of websites and regions [95]. We selected 50 top re-
gional websites from similarweb [106] for each country, a strategy
used in previous research [16, 96, 130]. For some countries, simi-
larweb does not have regional website rankings. We evaluate two
other potential sources, semrush [104] and ahrefs [4], by analyzing
the overlap in the top 50 websites for 58 different countries across
lists available from similarweb, semrush, and ahrefs. We select these
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58 countries because all three sources provide complete lists of sites.
We then measure the overlap percentage between each alternative
source and similarweb. Semrush shows a 65% overlap, indicating a
closer alignment to similarweb’s lists compared to ahrefs, which
only showed 48% overlap. Thus, we used semrush’s rankings for
countries where similarweb was unavailable.

The 50 top regional websites include a diverse range of sites,
including news outlets, e-commerce platforms, and local service
providers. We removed all adult sites and websites banned in each
country. For each country, we got a unique𝑇𝑤𝑒𝑏 ; only two websites,
google.com andwikipedia.org were common across all countries. Ad-
ditionally, seven more websites (instagram.com, youtube.com, face-
book.com, openai.com, twitter.com, whatsapp.com, and linkedin.com)
appeared among the top regional websites in at least two-thirds of
the countries for which we recorded data.

Official government websites are crucial for providing public
services, sharing information, and may contain sensitive informa-
tion. Government sites are often used by the regional population
and are highly trusted by the public [128]. Past studies have found
commercial tracking tools, trackers and cookies on government
websites and apps [54, 97, 109, 118, 130]. Because many public ser-
vices are only available through official portals and government
sites, citizens often have little choice but to use these sites. Studying
these government sites therefore reveals the tracking exposure of
real users and the in-region practices. To compile a list of govern-
ment websites, we used the Tranco list [92, 117] (January-2023) and
filtered out websites by utilizing government-specific Top-Level
Domains (TLDs). These TLDs are only registered and utilized by
national governments, e.g., .gov.au is used by official government
websites in Australia. Some countries have more than one TLD;
for example, Argentina uses both gob.ar and gov.ar, we considered
multiple TLDs while compiling the list, similar to previous stud-
ies [54, 66]. We selected 50 government websites from the Tranco
list for each country. For countries with fewer than 50 government
website in Tranco we scraped Google search results for government
TLDs and added them to 𝑇𝑔𝑜𝑣 .

We incorporate both government websites and regional websites
in our analysis because they collectively offer a comprehensive
view of how the Internet serves the local population. Volunteers
are provided with the 𝑇𝑤𝑒𝑏 list and can opt out from accessing any
number of the websites.

3.3 Recruitment
We used various methods and channels for recruiting volunteers
for the data collection. We reach out to individuals within our ex-
isting personal networks. We also recruited volunteers by posting
a recruitment message on social media platforms. The message
includes details of the study, a call for volunteers from various
countries who are willing to participate and execute Gamma for
data collection. Interested individuals are encouraged to reach out
to us via the provided email. Additionally, we employed snowball
sampling to recruit further volunteers. Identified interested par-
ticipants were further provided with more details via email. This
included detailed information about the study, a consent document,
and tuned Gamma along with instructions for its execution. The
email requested volunteers to review the consent document, which

offered in-depth details about our study. It explained what data
we are recording, how the data will be stored, their role in the
study, and emphasized that their participation is entirely voluntary
and that they could withdraw at any time. Volunteers were also
informed that they could opt out of specific components of the data
collection if they wished e.g., they could opt out of accessing any
website from 𝑇𝑤𝑒𝑏 .

We encouraged participants to ask questions about the consent
document or the tool and offered to schedule meetings for clarifica-
tion or assistance with setting up the tool. After going through the
consent document, if the volunteers decided to proceed, they follow
the instructions to set up Gamma and begin the data collection,
which was expected to take few hours. We advised volunteers to
complete the experiment in a single session to minimize variabil-
ity. However, volunteers can also run it in chunks, as Gamma is
designed to resume from where it was last stopped. With 22 vol-
unteers we were able to perform our study in 23 diverse countries
(one volunteer recorded data for two countries).

3.4 Country Selection
This study relies on volunteer participation to gather data from
diverse global regions. The choice of countries is shaped directly by
the location of the volunteers who responded to our outreach. Our
aim is to gather data from a globally-diverse group of countries.
However, the diverse representation achieved through these volun-
teers provided rich insights into tracker behavior, with 4 countries
from Africa, 11 from Asia, 2 from Europe, 2 from North America, 2
from Oceania, and 1 from South America.

Our volunteer-driven approach brought participants from Global
North (developed) nations like the United Kingdom, Canada, and
Japan while also enabling data collection in Global South (devel-
oping) regions like Rwanda, Uganda, and Azerbaijan. The latter
countries, which are less frequently studied in Internet tracking
and privacy research, provided an invaluable perspective on how
trackers operate in regions with varying levels of infrastructure
and regulatory frameworks. This diverse representation allows our
findings to reflect not only well-known trends in the Global North
but also the unique dynamics seen in countries across Africa, the
Middle East, and South Asia.

3.5 Ethics
Volunteer Privacy:We only utilize volunteer machines as vantage
points andwe do not access any pre-existing data on thesemachines.
All the browser instances used are also isolated and do not access
volunteers’ browser account nor history.

Data collection and handling:We follow the best practices for
recording and analyzing data, including data minimization [60]. We
strictly record data that is necessary for our study. Our method does
not record any identifiable information about the participant, ex-
cept for the IP address. However, as most network providers utilize
dynamic IP assignment and NAT [42], it is not directly straightfor-
ward to link the IP to the volunteer. As an additional precaution,
after completing our analysis (section 4), all volunteers IP addresses
are anonymized within the dataset to ensure confidentiality.

Volunteer accommodations: Our volunteers are based in vari-
ous countries, each with potentially different preferences and we
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Figure 1: Process diagram of our method. Box 1 (top) shows
the volunteer machine running our software suite. Box 2
(bottom) shows the further analysis pipeline.

make every effort to accommodate them. For instance, one volun-
teer opted out of launching traceroutes, and we ensured compliance.
Another volunteer requested a demonstration by running the code
for a specific website to better understand the experiment before
proceeding with the full data collection, which we provided.

Ethics Statement: Based on our methodology and software
suite, this work does not raise any ethical issues, and it has been
acknowledged by the university’s Institutional Review Board (IRB)
as Non-Human Subject Research (NHSR).

4 Measurement Methodology
Figure 1 shows the various steps and the flow of our method. Box
1, on the top side of the flowchart, represents the volunteer ma-
chine, and Box 2, on the bottom, displays the various steps that we
subsequently perform after getting the recorded data.

Volunteers Machine (Box 1): Volunteers are provided with
the software suite and detailed instructions for installing depen-
dencies and executing the suite for performing measurements. For
each website from Target Websites set (𝑇𝑤𝑒𝑏 ), the tool records the
domains, DNS, reverse DNS and the traceroute to IPs. Once the tool
execution is completed, the volunteer sends us all this recorded
information. We ask the volunteer to disclose their city and the tool
also logs the volunteer’s IP. We use the volunteer city location and
network they connect to (inferred from their IP) to perform precise
geolocation of tracker servers (§4.1).

Further Analysis (Box 2): Once we receive the data from the
volunteer, we infer the location of responding servers (Section 4.1)
and tracker identification (Section 4.2) for further downstream
analysis.

4.1 Precise Geolocation of Domains
Geolocating servers is essential for assessing tracker flow, but it
is not an exact science. Various commercial and non-commercial
databases (e.g.MaxMind [78], NetAcuity [44], DB-IP [37] IPinfo [63],
RIPE IPmap [64]) have been used by researchers for IP geolocation.

However, studies have shown they are not fully reliable [31, 50, 59,
76, 93, 105]. We use a recently-proposed method [48] that combines
geolocation databases, source-based constraints, destination-based
constraints, and DNS records to infer where servers are located.

Previous research has identified RIPE IPmap as the most reliable
service for IP geolocation [38, 62] and RIPE IPmap has been ex-
tensively used in previous studies [20–22, 38, 49, 62, 76]. We used
RIPE IPmap to geolocate all the IPs obtained from DNS lookups of
network requests on volunteer machines. We categorized the data
by geolocation; IPs located outside the volunteer‘s country were
classified as Non-local, while those within the country were classi-
fied as Local. We conduct additional tests to confirm that servers are
Non-local and reduce the impact of IPmap’s potential inaccuracies
on our results. First, source based constraint that involves analyz-
ing response times from a volunteer machine to the tracker server.
Secondly, the destination based constraint, which assesses the re-
sponse times from a RIPE Atlas probes to the tracker server. Lastly,
the reverse DNS constraint that utilizes reverse DNS data based on
hostnames [77], where available, to rule out IPs with potentially
incorrect geolocations.

Speed of Light Physical Constraint in Cable: In analyzing
network latency, it is crucial to consider physical constraints. Specif-
ically, the observed speed of data transmission in our measurements
based on round trip time from traceroutes should not exceed 2𝑐

3 (𝑐
represents the speed of light), i.e., 133km/ms [67], based on trans-
mission rates in fiber-optic cable. We use this Speed Of Light (SOL)
physical constrain in our source and destination based constraints.

4.1.1 Source based constraint. After identifying non-local servers
(IPs) using the geolocation from RIPE IPmap, we analyzed the la-
tency (round trip time) recorded through the traceroute launched
by our tool on volunteer‘s machine. To obtain accurate latency
measurements, we subtracted the recorded last hop time from the
first hop, only if first hop time is available and is smaller than last
hop, if not then we consider the last hop as latency. We also do
this for our destination-based measurements. This subtraction re-
moves the delays caused by the local network, making our latency
measurements more accurate. We discarded all non-local servers
for which the traceroute did not reach the destination. We also
discarded all the measurements that fail the SOL constraints.

We then compare this data to statistics of latency previously
observed between the geographical location of the volunteer and
the server. We obtained these statistics from Verizon [119]. For
cases where Verizon does not offer data, we used latency statistics
fromWonderNetwork [126]. As a conservative measure, we discard
all non-local servers/IPs where the latency in our observations is
less than 80% of the latency statistics.

Traceroutes in Egypt, Australia, India, Qatar and Jordan. Our
volunteer in Egypt choose not to launch traceroute probes. In the
other four countries the traceroute probes failed. We do not know
the exact cause, though local network configuration or firewalls
are potential reasons. In these countries we find RIPE Atlas probes,
and launch traceroutes to all server IPs from the volunteers’ data,
within a few days following the initial data collection. We select
probes as close as possible to the volunteer‘s city and on the same
network, where feasible. In two cases the RIPE probe is in a nearby
country: Saudi Arabia for Qatar and Israel for Jordan.



IMC ’25, October 28–31, 2025, Madison, WI, USA Sachin Kumar Singh, Robert Ricci, and Alexander Gamero-Garrido

4.1.2 Destination-based constraint. To verify the geolocation of a
server, we used destination traceroutes. These are traceroutes from
a RIPE Atlas probe that is located in the same country as the non-
local server according to the RIPE IPmap geolocation data. We
choose the probe in the same city when available. We discarded all
non-local servers for which the destination traceroute did not reach
the destination, and all measurements where the SOL constraint is
violated.

4.1.3 Reverse DNS based constraint. We examine the reverse DNS
records for each server IP. Although not always available, reverse
DNS can offer valuable insights about the IP’s geographical loca-
tion [48, 77]. We utilized these clues to identify and eliminate non-
local servers that do not match the RIPE IPmap geolocation. Specif-
ically, we conducted a manual inspection of all reverse DNS entries
for non-local servers. If the reverse DNS suggested a geolocation
that contradicted the geolocation information provided by the RIPE
IPmap, we excluded it from our data. Conversely, if the reverse DNS
did not provide clear geographical hints, the servers are retained in
our data. For example, for 𝑇𝑤𝑒𝑏 in Pakistan, a few Google-owned
IPs were geolocated to Al Fujairah City, United Arab Emirates by
RIPE IPmap but the reverse DNS information showed evidence for
Amsterdam. Similarly, for 𝑇𝑤𝑒𝑏 in Egypt, Google-owned IPs were
geolocated to Germany but reverse DNS information suggested
Zurich, Switzerland, so we discarded them.

4.2 Tracker Identification
To conduct the initial filtering of domains associated with advertise-
ment and tracking, we used filtering lists easylist [40] and easypri-
vacy [41]. These lists are commonly used by ad-blockers and in prior
research [3, 5, 24, 62, 65, 108, 125, 129]. They are designed to block
ad scripts, ad images, analytics scripts, fingerprinting, email track-
ing, among other tracking and ad related elements [39]. We also
utilized regional ad and tracker lists where available [51, 52, 107].

Given our emphasis on non-local trackers, we compare all the
non-local domains with these lists to identify ad and tracker do-
mains. While these lists are comprehensive, they may not capture
all regional ad and tracking domains. Therefore, for the remain-
ing non-local domains, we conducted a manual inspection using
WhoTracksMe [123], which has also been utilized in previous re-
search [16, 33, 99], alongwith a cursory Internet search to determine
whether they are trackers. For example, we manually labeled the-
ozone-project.com, a digital ads platform not found in the lists. Using
lists and manual inspection, we identified 505 (441 from lists, 64
manually) unique non-local ad/tracking based domains including
registrable domains (eTLD+1) such as googletagmanager.com, dou-
bleclick.net, and googleapis.com, plus a few full hostnames (FQDNs)
like 693...safeframe.googlesyndication.com.

5 Data Collection
We collected data in 23 geographically diverse countries, in both
the Global North and the Global South. All these countries are
represented on the x-axis of Figure 2. Notably, the majority of these
countries have not been studied before, particularly in the context
of tracker data flow.

The Target Website list (𝑇𝑤𝑒𝑏 ) provided to the volunteers con-
sisted of 2005 websites, in total. The volunteer opt outs were min-
imal: only 0.99% of the websites. Following the opt outs, we had
1987 websites, 1522 of which were unique, across all 𝑇𝑤𝑒𝑏 . For the
rest of the paper 𝑇𝑟𝑒𝑔 , 𝑇𝑔𝑜𝑣 and 𝑇𝑤𝑒𝑏 (𝑇𝑟𝑒𝑔+𝑇𝑔𝑜𝑣) will refer to the
lists of regional, government and target websites respectively, that
remained after the volunteer opted out. Figure 2(a) illustrates the
number of𝑇𝑟𝑒𝑔 and𝑇𝑔𝑜𝑣 websites in𝑇𝑤𝑒𝑏 for each country (§ 3.2). In
some countries, such as Lebanon, Russia, and Algeria, only a small
number of government websites appeared in our input datasets.

Figure 2(b) illustrates the percentage of 𝑇𝑤𝑒𝑏 that were success-
fully loaded by our tool. Our tool successfully loads and records
data for over 86% of the websites across countries. However, our
tool only recorded data for 64 and 56 percent of the websites from
𝑇𝑤𝑒𝑏 for Japan and Saudi Arabia, respectively. While our tools do
not determine the causes of these failures, we speculate that factors
that may have contributed to this relatively lower coverage include
the quality, speed, and stability of internet connections.

During all our experiments, our tool recorded ≈26K domains
(≈5K unique) across all countries by collecting all the network
request made by the browser while loading the𝑇𝑤𝑒𝑏 , which resolved
to ≈9K unique IP addresses. These requests were sent both to the
initial target sites, as well as any additional domains loaded by them
as reflected in the network requests.

We launched ≈27K source traceroutes combined from volunteer
(≈25K) machines and from RIPE Atlas. For volunteers, the average
was ≈1.4K, with the highest number of traceroutes launched in the
USA (≈2.2K), followed by Canada (≈2K), the UK (≈1.9K), Thailand
(≈1.8K), andArgentina (≈1.7). The lowest numberswere observed in
Lebanon (≈1K), Taiwan (≈0.8K), and Saudi Arabia (≈0.4K). We also
launched ≈3.4K destination traceroutes in more than 60 different
destination countries from RIPE Atlas.

In our data, we identified ≈14K domains that were non-local
across all countries (out of ≈26K). After applying our SOL con-
straints (section 4.1.1, 4.1.2), we got ≈6.1K domains and after ap-
plying reverse DNS constraints (section 4.1.3), we were left with
≈4.7K non-local domains for further analysis. Of these, ≈2.7K were
associated with trackers.

During our analysis we also noticed that the chrome webdriver
used by selenium was generating some google services requests
while loading website; this has also been observed previous re-
search [23]. We removed these requests from our data before doing
further analysis.

6 Analysis
After filtering the data based on precise geolocation constraints,
we analyze the prevalence of non-local trackers, identify central
hubs for tracking servers, and ascertain which organizations track-
ers belong to. We refer to countries where measurements were
taken as “sources” and those where the servers are geolocated as
“destinations.”

Specifically, we address the following research questions:
• RQ1: How prevalent and how heterogeneous are non-local track-
ers across countries and site types (government and regional)?
(§6.1, §6.2)
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Figure 2: Plot (a) shows the number of regional (𝑇𝑟𝑒𝑔) and government (𝑇𝑔𝑜𝑣) websites within the Target Website (𝑇𝑤𝑒𝑏 ) list. Plot
(b) shows the percentage of websites for which our tool successfully loaded and recorded data.

• RQ2:Which countries serve as hubs for hosting non-local track-
ing infrastructure, and how are tracking flows distributed glob-
ally? (§6.3, §6.4)

• RQ3: Which companies operate the observed non-local trackers,
and how geographically diverse is their hosting? (§6.5, §6.6)

• RQ4: Are first-party non-local trackers a significant component
of observed cross-border tracking? (§6.7)

• RQ5: Do data localization regulations influence the prevalence
of non-local trackers? (§7)

6.1 Prevalence of Non-local Trackers
Our first analysis, shown in Figure 3, looks at the fraction of websites
that embed at least one non-local tracker. As observed in previous
studies [14, 45, 46, 74, 75, 97, 100], it is expected to see most websites
are embedded with some trackers, including government websites.
The presence of non-local trackers varies significantly across differ-
ent countries and across their regional and government websites.

On average, 46.16% of regional websites host non-local trackers,
with a standard deviation (𝜎) of 33.77%, indicating that nearly half
of the websites transmit user tracking data outside their country.
The high 𝜎 shows high variability in the percentage of websites
with non-local trackers across different countries. This percentage
range extends from 0%, where countries like Canada, India, and
the USA have no regional websites with non-local trackers, to
countries where almost every regional website embeds non-local
trackers. For example, Rwanda shows high percentage, with 93% of

Rwanda’s regional websites embedding non-local trackers. Other
notable examples include Qatar with 83%, Azerbaijan with 82%, and
New Zealand with 81%. Similarly, for government websites, 40.21%
embed non-local trackers, again with a high standard deviation
(𝜎 = 31.5%). Canada, Russia and the USA are the only countries with
no government websites embedding non-local trackers, whereas
New Zealand (85%) and Uganda (83%) have the highest percentages.

In general, there is a correlation between the presence of non-
local trackers on 𝑇𝑟𝑒𝑔 and 𝑇𝑔𝑜𝑣 websites (0.89 Pearson correlation
coefficient), indicating that the way countries handle tracking on
regional and government websites tends to be similar. There are,
however, notable instances with large differences. For example, in
Australia, 12% of 𝑇𝑟𝑒𝑔 websites embed non-local trackers compared
to 1% of 𝑇𝑔𝑜𝑣 . Similar trends are observed in Azerbaijan (82%, 65%),
Qatar (83%, 62%), Russia (16%, 0%) and Rwanda (93%, 31%). It is gen-
erally the case that the percentage of regional websites embedding
non-local trackers is greater than or equal to that of government
websites, but there are exceptions, such as the United Arab Emirates
(26% for regional and 40% for government websites), Uganda (67%,
83%) and Taiwan (5%, 10%).

6.2 Non-local Trackers Per Website
Our next analysis looks at how many non-local tracking domains
are present on each website. In the context of this work, “domain”
refers to the segment of a URL that precedes the path. This includes
the top-level domain, second-level domain, and any subdomains
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Figure 3: Percentage of Regional (𝑇𝑟𝑒𝑔) and Government (𝑇𝑔𝑜𝑣) websites with non-local trackers.
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Figure 4: Distribution of non-local tracker domains per-website across Regional websites (𝑇𝑟𝑒𝑔) and Government websites (𝑇𝑔𝑜𝑣).
Each box summarizes the per-website counts within a country.

(e.g., www.a.b.c.com and www.q.w.c.com are considered different
domains).

Figure 4 shows box plots visualizing the distribution of non-
local tracker domain counts across various countries. The median
number of tracking domains per website is less than ten in most
countries. For most countries, the distribution has a positive skew,
indicating a concentration of low values, with relatively few high
values. Similar trends are observed in 𝑇𝑟𝑒𝑔 and 𝑇𝑔𝑜𝑣 in most coun-
tries, illustrating similar patterns of tracker usage in government
websites.

Some countries do have notably anomalous trends. Only New
Zealand’s data exhibits a normal distribution, suggesting a more
even spread of tracking domains across websites than typical else-
where. 𝑇𝑟𝑒𝑔 in countries such as Egypt, Rwanda, Uganda and Thai-
land exhibited wide interquartile ranges, suggesting a significant
variability in the number of trackers across 𝑇𝑟𝑒𝑔 . In countries like
Argentina and Qatar, the vast majority of data points are low, with
the number of tracking domains predominantly ranging between 1
and 3. These countries also feature outliers, which stand distinctly

apart from the rest of the distribution, showing deviations in non-
local tracking domain usage among some websites (Appendix A
has more details).

Websites in countries such as Jordan, Egypt, and Rwanda possess
a high number of unique non-local tracking domains, with averages
of 15.7, 12.1, and 13.3 per website, respectively. These countries
also show high standard deviation (𝜎 12, 8.5, 11.39), indicating
high variability among the unique tracking domains across various
websites (𝑇𝑤𝑒𝑏 ). Other countries exhibited low averages, indicating
few non-local trackers per website: Australia, Taiwan, Argentina,
Lebanon, the UK, and Russia had low averages of tracking domains
(1 to 3), with low 𝜎 .

Several countries exhibited outliers in the distribution of non-
local tracking domains, indicating that while most websites typi-
cally host a moderate number of trackers, a few embed an unusually
high number of non-local trackers. Upon manually inspecting data
from these websites, we found that most of them contain a signifi-
cant number of tracking domains from well known large tracking
organizations, such as Google, Facebook, Twitter, and Amazon.
For example, in Azerbaijan, Youtube embeds 32 tracking domains,



Where in the World Are My Trackers? IMC ’25, October 28–31, 2025, Madison, WI, USA

Algeria

Argentina

Australia

Azerbaijan

Egypt

India
Japan

Jordan

Lebanon

New Zealand

Pakistan

Qatar

Russia

Rwanda

Saudi Arabia

Sri Lanka

Taiwan

Thailand

Uganda

United Arab Emi.

United Kingdom

Australia 

Belgium 

Brazil 

Bulgaria 

Canada 

Chile 

Czechia 

Finland 

France 

Germany 

Ghana 

Hong Kong 

India 

Italy 

Japan 

Kenya 

Malaysia 

Netherlands 

Oman 

Peru 

Russian Federation 

Singapore 

South Africa 

Spain 

Sweden 

Switzerland 

Turkey 

United Arab Emirates 

United Kingdom 

United States 

Figure 5: Non-local tracking flows from source countries
(left) to destination countries (right).

all associated with Google, comprising a variety of second-level
domains (e.g., googleapis.com, doubleclick.net, google-analytics.com,
googleadservices.com, googlesyndication.com). Similar patterns are
observed for websites in Azerbaijan (dost.gov.az, edu.gov.az) and
other countries as well.

While most outlier websites primarily host trackers from major
tracking networks, there are exceptions where websites feature a di-
verse array of non-local trackers from various third-party providers
apart from major tracking networks. For instance, the regional
website manoramaonline.com in Qatar not only includes trackers
from well-known tracking networks like Google and Amazon Ads
but also from Twitter and several other advertising services such
as dotomi.com and smaato.net. Similarly, in Uganda, the website
koora.com is another notable outlier. Besides trackers from major
tech companies, it uses a range of third-party tracking services,
including spot.im, scorecardresearch.com, 33across.com, open-x.net,
360yield.com, and others.

6.3 Locations Of Tracking Servers
We now investigate the destination countries where non-local track-
ers are hosted. Figure 5 shows a flow diagram for non-local trackers,
with the thickness of each flow representing the number of websites

in the source country that transmit data to trackers hosted in the
destination country. Among websites with non-local trackers (𝑇𝑟𝑒𝑔
and 𝑇𝑔𝑜𝑣), 43% of the websites use at least one tracker hosted in
France. This is followed by the United Kingdom (24%), Germany
(23%) and Australia (23%). Kenya hosts trackers for 14% of analyzed
websites, while trackers in other countries are used by less than
10% of websites.

A closer look into the data reveals that some destinations have
high flow due to single sources. For instance, a significant propor-
tion of New Zealand’s tracking is directed towards Australia. If
data from New Zealand is excluded, the percentage of websites
with tracking flows to Australia decreases from 23% to 11%. Sim-
ilarly, websites with tracking flows to Malaysia represent 7% of
the total, but this number dramatically drops to just 0.16% when
contributions from Thailand are excluded. We observed similar
trends across several other countries. Bulgaria, Hong Kong, Japan,
Brazil, and Finland are destinations for moderately high tracking
flows that are sourced from a single country.

We also observed a regional pattern where a destination country
has high tracking flows largely because websites from a few nearby
source countries predominantly use trackers hosted in that destina-
tion. This is particularly true for Kenya, which receives significant
tracking flows from 14% of the websites across all 𝑇𝑤𝑒𝑏—most of
this flow is from 𝑇𝑤𝑒𝑏 from neighboring African countries Uganda
and Rwanda.

One might expect to observe similar behaviors across different
regions, where a few countries act as tracking hubs for nearby
websites. However, the dynamics in Asian source countries, such
as Pakistan, Sri Lanka, India, and Thailand, exhibit the opposite
behavior. We observed that all the major tracking networks have
servers in India. Almost all Indian 𝑇𝑟𝑒𝑔 and 𝑇𝑔𝑜𝑣 show no non-local
tracker flow, while Sri Lanka has minimal non-local tracker flow
activity. On the other side, both Pakistan and Thailand exhibit sub-
stantial tracker flows, but with distinct patterns. The majority of
tracker flows from Pakistan are directed towards France and Ger-
many, followed by significant flows to the UAE and Oman. On the
other hand, Thailand’s trackers predominantly flow to Malaysia,
Singapore, Hong Kong, and Japan. This different behavior can be
because of availability of nearby infrastructural options. For in-
stance, Singapore serves as a major hub for several tech giants and
is geographically close to Thailand, making it a prominent desti-
nation for trackers. Similarly, the proximity of the UAE and Oman
to Pakistan may explain the high volume of tracker flows to these
countries.

We have also observed that some destinations receive tracker
flows from a significantly broader range of source countries. France
and the USA each receive tracking flows from 15 source countries,
while Germany and the United Kingdom receive flows from 13 and
12 source countries, respectively. Specifically, our data shows that
only 5% of websites direct at least one tracking flow to the USA,
which is substantially lower than France (43%), the United Kingdom
(24%), and Germany (23%). This disparity is particularly noticeable
between𝑇𝑟𝑒𝑔 and𝑇𝑔𝑜𝑣 . For𝑇𝑟𝑒𝑔 websites, France, Germany, and the
USA received tracker flows from 13, 12, and 15 countries, respec-
tively. However, for 𝑇𝑔𝑜𝑣 websites, France and Germany received
flows from 10 countries each, whereas the USA received flow from
only one country, the UAE. This significant variation underscores
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the relativelyminor role the USA plays in receivingwebsite tracking
flow, as compared to France and Germany, in our sample.

6.4 Flow Across Continents
Figure 6 shows the flow across continents. Websites in various coun-
tries in Africa possess non-local tracker flow to both Africa and
other regions. The majority of these non-local trackers in Africa
are hosted in Europe, followed by Africa itself. Asia shows similar
trends, with the majority of non-local tracker flow directed to Eu-
rope, followed by Asia itself. For countries in Oceania, most of the
non-local tracker flow remains within Oceania, largely due to the
flow from New Zealand to Australia. In South America, the majority
of the tracker flow stays within the continent. However, unlike all
other continents that exhibit inward tracking flows, Africa stands
out as the only continent with no inward tracking flow from any
other region.

Only Europe receives significant inward non-local tracker flows
from all other continents. This underscores Europe as a central hub
for tracking data collection. It is well-known that most of Europe
restricts outward data flows due to GDPR regulations, and our
observations also suggest that countries in North America (USA
and Canada) do not have significant non-local outward tracker
flows. Taken together, these findings suggest that Europe and North
America primarily receive tracking data from around the world
and they do not transmit tracking data. Additionally, given the
volume and diversity of inbound tracker flows from all continents,
Europe clearly emerges as the central hub for global tracking data
aggregation.

6.5 Flow To Organizations
We performed manual inspection of all the organizations owning
non-local tracking domains using whotracksme [123] and Internet
search. Figure 8 shows the organizations that own these domains.
Not surprising, the majority of domains belong to Google. There
are relatively few tracking organizations which are only used by
websites in a specific country. For example, we only found trackers
owned by Jubnaadserve, onetag, optad360 embedded in websites
in Jordan. Similarly, there were some tracking organizations only
used by websites in Qatar, the United Kingdom, Rwanda, Uganda
and Sri Lanka. We also identified ≈70 companies that own all the
non-local tracking domains. Of these, 50% are based in the USA,
followed by the UK (10%), the Netherlands (4%) and Israel (4%).

We also performed AS-level lookups on non-local tracker’s IP
addresses, which showed that a majority of tracking networks
are hosted within AWS or Google Cloud. Looking closely at the
data from source countries, we identified 50 trackers hosted on
AmazonWeb Services (AWS) and 5 on Google Cloud. Many trackers
encountered by volunteers from Rwanda and Uganda are hosted on
IP addresses owned by Amazon in Nairobi, Kenya. These include
trackers from various providers like SoundCloud, Spot.im, Snapchat,
ScorecardResearch, and Lotame. Interestingly, at the time we took
our measurements, AWS did not have a region in Kenya, though
one had been announced to open in the future [68, 114]. There
is, however, a Cloudfront Edge location in Kenya [10] that could
account for this traffic.

Africa (4 Countries)

Asia (13 Countries)

Europe (1 Country)

Oceania (2 Countries)

South America (1 Country)

Africa

Asia

Europe

North America

Oceania

South America

Figure 6: Non-local tracking flows across continents. Left
nodes represent the continents of the source countries and
right nodes represent the continents of destination countries
hosting the tracking domains.

6.6 Domains By Hosting Country
We analyzed the distribution of specific non-local tracking domains
in relation to the destination countries in which they are hosted.
Kenya hosts the most with a total of 210 domains, followed by Ger-
many (172) and France (92). In contrast, the USA, which is typically
known for its tech infrastructure and has the largest number of data
centers [34, 111], only hosts 16 non-local tracking domains. Other
countries such as Belgium, Ghana, Turkey host only one tracking
domain.

While the usual Global North countries are present among the
most prevalent hosts of tracking domains in our data, our findings
show that countries in the Global South also host substantial num-
bers of trackers. Besides Kenya, Malaysia also hosted 89 tracking
domains that are utilized by websites in other countries, showing
their roles as tech hubs in Africa and Southeast Asia, respectively.
Figure 7 shows the variation in the distribution of hosting countries
of non-local tracking domains that are utilized by the 𝑇𝑤𝑒𝑏 while
loading in various countries.

6.7 First and third party non-local trackers
We performed analysis to examine whether the embedded non-local
trackers in 𝑇𝑤𝑒𝑏 are first-party or third-party. A tracker is deemed
first-party if it belongs to the same organization as the website [19];
otherwise, it is considered third-party. Among 575 websites with
non-local trackers across all source countries, only 23 were found to
embed first-party non-local trackers. Notably, about 50 percent of
these websites are associated with Google, registered under various
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Figure 7: Hosting country distribution of non-local tracking
domains by measurement country. Countries on the x-axis
are ordered from highest to lowest total count of non-local
tracking domains.

country-specific, top-level domains (e.g., google.com.eg, google.co.th,
google.com.qa, google.jo). The other websites with first-party track-
ers are affiliated with Facebook, Twitter, Booking.com, BBC, Yahoo,
and Microsoft.

7 Discussion
Tracking flow is likely influenced by factors beyond geogra-
phy: In some cases, the locations of trackers follows geographic
proximity, as we sawwith Kenya, where a majority of websites from
close proximity countries send tracking data there. Kenya seems to
have the requisite infrastructure and it is also well connected with
submarine cables [70, 84], which makes it a preferred location for
hosting trackers in the region.

The influence of geographical proximity on tracking flows is not
always straightforward. For example, Egypt shows a significant
tracking flow to Germany, and most of these trackers are linked
to Google. Despite Google’s tracker and ad services servers being
hosted in nearer Italy and France, the majority of this traffic from
Egypt is routed to farther Germany. We do not know the cause, but
speculate that potential reasons are reduced network latency, the
presence of infrastructure for specific APIs or German companies
with historical ties to Egypt, or reduced downtime.

Sri Lanka, despite close proximity to India and a cable link [83],
does not direct significant data traffic towards it. For 𝑇𝑤𝑒𝑏 in Sri
Lanka, only one tracker from adstudio.cloud routes to India. Con-
versely, the majority of Yahoo trackers in Sri Lanka are directed
towards Japan. This may be because Yahoo shut down its news
website in India in August 2021, a move driven by new regula-
tions that restrict foreign ownership of media companies in In-
dia [89, 115, 127].

Similarly, despite being geographically close to India, Pakistan
does not direct tracking traffic towards it, even though both coun-
tries have landing points on IMEWE (India-Middle East-Western
Europe) [61] fiber cable network. Further, major tracking and ad-
vertising providers have servers hosted in India. The lack of traffic

flows might be caused by the diplomatic tensions between the two
nations.

Global Policy Regulation: We investigate whether public
policy impacts the rates of non-local trackers. These laws have pro-
liferated around the world in recent years. Data localization policies
are typically enacted by regulating data transfers. For example, in
Algeria’s Law 18-07 [6], which requires tech companies to obtain
government approval before transferring personal data abroad. Ar-
gentina, conversely, allows data transfers [9] only to pre-approved
countries (e.g., EU members), a similar approach to the EU’s GDPR;
transfers to other countries are limited to specific types of trans-
actions. Yet in other countries, such as the US, there are stringent
protections only for certain types of data (including health records),
whereas other transfers are allowed if US data protection laws are
followed overseas. Similarly, countries including Australia, Canada
and Japan do allow data transfers overseas but still require data to
be processed in compliance with domestic regulations.

Table 1 shows our findings. We group data localization regu-
lation in four types, and sort the table based on the regulation’s
strictness. (The laws in India and Pakistan are not yet in effect,
whereas Thailand’s was enacted after our data collection was over).
Note that we do not know if each company hosting a tracker has
obtained the necessary permits in each restrictive country, so the
existence of foreign trackers does not necessarily mean that the
company is breaking the law. 1 Still, as evidenced by the second and
last columns in Table 1 taken together, we find no obvious impact
of policy on the rate of non-local trackers in each country. In fact,
there is a weak negative trend: more permissive countries have
fewer non-local trackers. Thus adherence with data localization
might be more impacted by other constraints (such as availabil-
ity of nearby data centers). Note that, while Table 1 summarizes
national policies concerning cross-border data flows, it does not
capture legal compliance or violations by the content providers
in our study. Additional information would be required to estab-
lish such violations, and the type of information would vary by
regulatory regime. In some cases, establishing a violation would
require knowledge of the data transferred, for example, personal
or non-personal; while in others it would require context about
the legal bases for such transfers, such as consent mechanisms,
contractual necessity, adequacy decisions.

Data localization requirements may appear attractive to regu-
lators because they can be built on existing principles of territo-
rial sovereignty in each country’s legislation. However, content
providers have infrastructure that is centralized in a handful of
countries and may be unwilling to invest in additional nodes in all
countries that mandate data localization, especially if they antici-
pate smaller revenue potential. Thus, only countries where large
tech companies have substantial infrastructure already in place are
likely to be able to enforce data localization requirements.

Geographical Distribution and Corporate Control: We
conducted an analysis of the geographical distribution and corpo-
rate ownership of non-local trackers across all 𝑇𝑤𝑒𝑏 . We observed

1Though in Azerbaijan, since prior consent of the subject is required, it is difficult to
see how the companies could claim that they obtained it from our volunteers.
2List not yet published
3After opt-out period
4Excluding mainland China
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Table 1: Data localization policy types [55] by decreasing strict-
ness. CS: consent of subject; PA: Prior government approval or
registration; AC: transfers allowed to pre-approved countries; TA:
transfers allowed if domestic or comparable protections are pro-
vided abroad; NR: no restrictions

Country Type Enacted Non-Local
Azerbaijan CS Yes 74.39%
Algeria PA Yes 49.39%
Egypt PA Yes 70.41%
Rwanda PA Yes 62.30%
Uganda PA Yes 75.45%
Argentina AC Yes 61.48%
Russia AC Yes 8.00%
Sri Lanka AC Yes 9.43%
Thailand AC No 59.05%
UAE AC2 Yes 33.50%
UK AC Yes 38.65%
Australia TA Yes 7.06%
Canada TA Yes 0.00%
India TA No 1.06%
Japan TA3 Yes 22.71%
Jordan TA Yes 54.37%
New Zealand TA Yes 83.50%
Pakistan TA No 65.73%
Qatar TA Yes 73.19%
Saudi Arabia TA Yes 71.43%
Taiwan TA4 Yes 7.63%
USA TA Yes 0.00%
Lebanon NR Yes 20.24%

that the servers contacted by these non-local trackers are often
in Europe. However, the ownership and the governance of the or-
ganizations that operate these tracking mechanisms are heavily
dominated by US-based corporations. For instance, all five of the
largest tracking organizations in Fig. 8 (Google, Twitter, Facebook,
Amazon and Yahoo) are based in the US, as are a substantial por-
tion of the smaller trackers. Thus, while the US does not directly
host these trackers in its territory, the major companies that do are
headquartered there. Further, many of these companies’ servers
are hosted in Western European countries and other traditional US
allies. This geographic, political and commercial concentration of
tracking companies ensures that the economic benefits of emergent
technologies flow to a few companies that are clustered together in
the Global North, while the costs–e.g., of potential privacy invasions
or major leaks–are distributed around the world.

Limitations: While our study provides valuable insights, it is
subject to several limitations. We acknowledge that our study only
records trackers on the homepage of websites with no interaction
(e.g., no scrolling). This limitation may have influenced our find-
ings, as internal pages can behave differently [8]. Moreover, we did
not employ any techniques to evade Selenium-based bot detection
by websites, and each website was visited once; prior work has
shown that Selenium-driven Chrome browsers can influence the
visibility of trackers [23], which may have impacted our results. We
recommend that future studies perform multiple runs to mitigate
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the effects of such variability. We relied on tracker lists and manual
inspection to identify trackers and to mitigate list bias. However, as
these resources are not exhaustive, and because we excluded track-
ers that could not be geolocated, our results should be interpreted
as a lower bound.

Furthermore, our observations reflect responses from both CDN
and edge servers. This reflects where data travels, not a definitive
map of where companies store their data, and should be inter-
preted as a lower bound on the set of countries to which the data is
transmitted. Additionally, we relied on RIPE IPmap for geolocation.
While it provides useful coverage, it is not always accurate. Al-
though we incorporated other constraints in our study to mitigate
this limitation, residual inaccuracies in geolocation may still have
influenced our results. Our study is limited both to a point-in-time
and to a single ISP in each country. Since we are investigating
tracker data flow in many diverse regions where there were few
to no such studies previously, we argue that these limitations are
reasonable for a first study of this kind.

Recommendations: For users, we recommend using privacy-
enhancing browser extensions such as EFF’s Privacy Badger [43],
disable third-party cookies, or use privacy-oriented browsers in-
cluding Brave, DuckDuckGo or Firefox with hardened settings.

For operators, we recommend thorough reviews of embedded
third-party scripts and careful consideration before using trackers
hosted in offshore locations or jurisdictions when handling sensi-
tive or regulated data. We recognize that accurately geolocating the
infrastructure behind these trackers is inherently difficult, which
makes it even harder for operators to determine where user data
ultimately travels. Conducting such reviews can also impose sig-
nificant costs, and in cases of noncompliance may result in legal
penalties, creating an additional financial burden.

For tracker organizations, there is a pressing need to adopt greater
transparency regarding data flows. Clearer disclosures about where
data is transmitted, stored, and shared would help reduce the opac-
ity that currently prevents website operators and users from under-
standing the full extent of third-party tracking.

Finally, for policymakers, we recommend the execution of tech-
nical audits using frameworks that allow for a granular detection
of privacy violations, such as the one described in this study and
in previous work [48]. These tools allow for empirical quantifica-
tion of overseas data flows, and are thus a good complement to
territorial-based regulation of data sovereignty. We also encourage
regulators to lead by example and mandate the disclosure of data
collection on governmental websites, particularly when the data is
collected by third parties or sent overseas.

8 Conclusion and Future Work
As nations increasingly prioritize privacy regulations and policies,
knowledge about the prevalence of foreign web trackers across
countries remains limited. Our research provides insights into web
tracker data flows based on data collected in 23 diverse countries.
We use an integrated approach that involves the distribution of a
pre-configured software tool, Gamma, to volunteers. We find high
variability in the prevalence of foreign trackers across countries.

These non-local trackers are hosted in both nearby and remote na-
tions. Europe is a central hub for these trackers, which are primarily
hosted by US-based companies.

Our recorded data can support further research, such as ana-
lyzing local trackers, and privacy and security issues related to
tracking domains. The data also serves as a snapshot for longitu-
dinal studies, tracking behavioral changes and regulatory impacts.
For example, the Jordanian Data Protection Law [28, 35], effective
March 17, 2024, allows our March 16, 2024 recorded data to serve
as a baseline for future analysis. Our data also provides a valuable
resource for analyzing how the same website can exhibit different
behaviors across various countries, particularly in terms of em-
bedded trackers and network requests. For example, Yahoo.com
primarily embeds trackers from Yahoo and Google in India and
the UK; in contrast, in Australia, Qatar, and the UAE, Yahoo.com
embeds additional trackers from Demdex (Adobe Audience Man-
ager), Bluekai, and Taboola. This highlights regional adaptations in
tracking, which can be further studied using our tool and data.
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Appendix
A Non-Local Tracking Domain Distribution
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Figure 9: Frequency of non-local tracking domains across various websites in various countries.
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